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DETAILED ACTION 
Notice to Applicant 

This communication is in response to the amendment filed on 8/25/2009. Claims 
43-59 are pending. Claims 43-59 have been amended. Further the examiner notes the 
35 U.S.C. 112, first paragraph and second paragraph rejection to claims 43-59 have 
been withdrawn. 

Response to Arguments 

Applicant's arguments filed 8/25/2009 have been fully considered but they are 
not persuasive. 

The applicant argues the 35 U.S.C. 103 rejection with respect to Ansell in view of 
Morib for failing to disclose " a comparing unit that, when the content is to be written 
onto the recording medium, confirms whether or not a piece of key revocation data 
exists on the recording medium" and "the recording apparatus includes a writing unit 
that, when the comparing unit confirms that the piece of key revocation data does not 
exist on the recording medium, writes the encrypted content, an encrypted content key, 
and the piece of key revocation data stored in a storage unit into a rewritable area of the 
recording medium." The examiner disagrees. 

The examiner notes the combination of Ansell in view of Moribe does indeed 
disclose the claimed invention. The applicant is arguing Ansell and Moribe singularly 
and not the proposed combination as noted below: 
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The examiner notes Ansell discloses a writing unit operable to record the 
encrypted content, the encrypted content key, and the piece of key revocation data 
stored in the storage unit into the rewritable area of the recording medium (see at least, 
col. 5, lines 46-col. 6, lines 65). The examiner has sought to combine Moribe to 
disclose "a comparing unit" that can confirm whether data exists on a medium and 
whether a writing unit can write on the medium (see at least, col. 10, lines 19-55). The 
examiner has interpreted that a Moribe discloses that a reproduction apparatus can 
judge whether or not key recording area information is recorded on a medium (e.g. 
whether a given specific set of data (e.g. key information, etc)). Further based on the 
judging the of the key recording area information the reproduction apparatus will be 
reproduced (e.g. written if judged)). 

Therefore as interpreted above, when combined Ansell in view of Moribe would 
lead to a combination that would lead to a combination that would read on the 
applicant's claimed invention. The examiner notes that by taking elements from Ansell 
and Moribe would achieve a predictable result: modifying Ansell's writing of key 
revocation data stored in the storage unit which into a rewritable area to include an 
additional comparing step (e.g. unit) in which confirmation can take place on whether 
data exists on the medium and whether it data can be written onto the medium and if so 
write to the medium. 

The examiner therefore the notes that one of ordinary skill in the art at the time 
the invention was made would have had the knowledge based on the motivation 
provided and the interpretation of the references to combine Ansell to Moribe to 
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disclosed the claimed invention. Therefore the examiner does not find this argument 
persuasive. 

Claim Rejections - 35 USC § 103 

The text of those sections of Title 35, U.S. Code not included in this action can 
be found in a prior Office action. 

Claim 43-45, 51-52, and 55-58 is rejected under 35 U.S.C. 103(a) as being 
unpatentable over Ansell et al. (US 6,367,019 B1) in view of Moribe et al. (US 
5,886,979). 

Claim 43 and 55-58 

Ansell discloses a recording apparatus for recording encrypted content onto a recording 
medium having a read-only unrewritable area and a rewritable area to which data can 
be recorded and from which data can be read (see at least, col. 6, lines 8-28: the 
examiner notes "a serial number which cannon be overwritten" is interpreted to be a 
read-only unrewritable area of a compact disc or dvd (see col. 5, lines 20-46) which 
contains a rewritable area to store a number of SPTs (e.g. digital content) (see col. 5, 
lines 20-46) and col. 7, line 65-col. 8, line 5 and FIG. 1 the examiner notes the recording 
apparatus (player 110)), the recording apparatus being one component of a digital work 
protection system including a plurality of reproduction apparatuses that each attempt to 
decrypt the encrypted content recorded onto the recording medium (see at least, col. 7, 
line 65-col. 8, line 5 and FIG. 1 the examiner notes the recording apparatus (player 110) 
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and the reproduction apparatus (portable player 150) which are used to decrypt the 
encrypted SPTs), the recording apparatus comprising: a storing unit operable to store a 
piece of key revocation data that includes a plurality of encrypted media keys, each 
encrypted media key being generated (i) for a respective unrevoked reproduction 
apparatus of a plurality of unrevoked reproduction apparatuses and (ii) by encrypting a 
media key based on a device key assigned to the respective unrevoked reproduction 
apparatus (see at least, col. 6, lines 29-50 and col. 10, lines 29-55: the examiner notes 
the reproduction apparatus (player 110) has the ability to read from a storage unit (see 
col. 6, lines 48-50) that is operable to store (e.g. found in the portable player) a plurality 
of unrevoked encrypted media key (e.g. storage key) (see FIG. 5) which in encrypted by 
the portable players public key (e.g. device key) (see col. 10, lines 29-40)); a content 
encrypting unit operable to encrypt the content, based on a content key, to generate the 
encrypted content, the content being a piece of digital data (see at least, col. 7, lines 7, 
lines 38-48: the examiner notes the media master key (e.g. content key) encrypts the 
digital content (e.g. SPTs)); a key encrypting unit operable to generate an encrypted 
content key by encrypting the content key based on a media key obtained from the 
piece of key revocation data stored in the storage unit (see at least, col. 7, lines 14-48: 
the examiner notes the content key (e.g. media key) is encrypted by the media key (e.g. 
storage key)); and a writing unit operable to record the encrypted content, the encrypted 
content key, and the piece of key revocation data stored in the storage unit onto the 
rewritable area of the recording medium, the encrypted content, the encrypted content 
key, and the piece of key revocation data being recorded onto the rewritable area of the 
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recording medium (see at least, col. 5, lines 46-col. 6, lines 65: the examiner notes the 
encrypted content is written to the disc (see col. 5, lines 19-45) and further the 
encrypted content key (e.g. encrypted media key) is written to the disc as found in the 
header and a piece of the key revocation data (e.g. storage key identification field) is 
written to disc as found in the header). 

Ansell fails to disclose an comparing unit operable to confirm whether or not the 
piece of key revocation data exists on the recording medium, the confirmation being 
made when content is to be recorded onto the recording medium. 

However Moribe discloses an comparing unit operable to confirm whether or not 
the piece of key revocation data exists on the recording medium, the confirmation being 
made when content is to be recorded onto the recording medium (see at least, col. 10, 
lines 19-33: the examiner notes judging whether or not identification information is 
recorded into the medium and proceeding with recording if it not recorded (step s22)). 
Further the examiner interprets that the Moribe disclosure would include if no media key 
is present allowing for data (e.g. encrypted content, encrypted content key, and piece of 
media key) to be recorded to the medium if no identification information is found (see 
col. 10, lines 19-33). 

It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify the teachings of Ansell to include an comparing unit 
operable to confirm whether or not the piece of key revocation data exists on the 
recording medium, the confirmation being made when content is to be recorded onto 
the recording medium as taught by Moribe. One of ordinary skill in the art would have 
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been motivated to combine the teachings in order to prevent the analysis and 
information copied, illegally, from a genuine product to be used in creating an illegal 
copy (see at least, Moribe, col. 2, lines 17-24). 

Claim 44 

Ansell discloses wherein the key encrypting unit encrypts the content key based on the 
media key obtained from the piece of key revocation data stored in the storage unit, to 
generate the encrypted content key (see at least, col. 7, lines 14-48: the examiner notes 
the content key (e.g. media key) is encrypted by the media key (e.g. storage key)) and 
wherein the writing unit records the encrypted content, the encrypted content key and 
the piece of key revocation data stored in the storage unit to the rewritable area of the 
recording medium (see at least, col. 5, lines 46-col. 6, lines 65: the examiner notes the 
encrypted content is written to the disc (see col. 5, lines 19-45) and further the 
encrypted content key (e.g. encrypted media key) is written to the disc as found in the 
header and a piece of the key revocation data (e.g. storage key identification field) is 
written to disc as found in the header). 

Ansell fails to disclose the comparing unit confirms whether or not (i) a piece of 
key revocation data having a generation that is the same as a generation of the piece of 
key revocation data stored in the storage unit, or (ii) a piece of key revocation data 
having a generation that is different from the generation of the piece of key revocation 
data stored in the storage unit, exists on the recording medium. 
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However Moribe discloses an comparing unit operable to confirm whether or not 
the piece of key revocation data exists on the recording medium, the confirmation being 
made when content is to be recorded onto the recording medium (see at least, col. 10, 
lines 19-33: the examiner notes judging whether or not identification information is 
recorded into the medium and proceeding with recording if it not recorded (step s22)). 
Further the examiner interprets that the Moribe disclosure would include confirming that 
no media key exists on the recorded medium, and therefore would read on confirms 
whether or not (i) a piece of key revocation data having a generation that is the same as 
a generation of the piece of key revocation data stored in the storage unit, or (ii) a piece 
of key revocation data having a generation that is different from the generation of the 
piece of key revocation data stored in the storage unit, exists on the recording medium. 

It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify the teachings of Ansell to include an comparing unit 
operable to confirm whether or not the piece of key revocation data exists on the 
recording medium, the confirmation being made when content is to be recorded onto 
the recording medium as taught by Moribe. One of ordinary skill in the art would have 
been motivated to combine the teachings in order to prevent the analysis and 
information copied, illegally, from a genuine product to be used in creating an illegal 
copy (see at least, Moribe, col. 2, lines 17-24). 
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Claim 45 

Ansell fails to disclose wherein the comparing unit confirms whether or not either of (i) 
the piece of key revocation data having the generation that is the same as the 
generation of the piece of key revocation data stored in the storage unit and (ii) the 
piece of key revocation data having the generation that is different from the generation 
of the piece of key revocation data stored in the storage unit, exist in the rewritable area 
of the recording medium. 

However Moribe discloses an comparing unit operable to confirm whether or not 
the piece of key revocation data exists on the recording medium, the confirmation being 
made when content is to be recorded onto the recording medium (see at least, col. 10, 
lines 19-33: the examiner notes judging whether or not identification information is 
recorded into the medium and proceeding with recording if it not recorded (step s22)). 
Further the examiner interprets that the Moribe disclosure would include confirming that 
no media key exists on the recorded medium, and therefore would read on confirms 
whether or not (i) the piece of key revocation data having the generation that is the 
same as the generation of the piece of key revocation data stored in the storage unit 
and (ii) the piece of key revocation data having the generation that is different from the 
generation of the piece of key revocation data stored in the storage unit, exist in the 
rewritable area of the recording medium 

It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify the teachings of Ansell to include an comparing unit 
operable to confirm whether or not the piece of key revocation data exists on the 
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recording medium, the confirmation being made when content is to be recorded onto 
the recording medium as taught by Moribe. One of ordinary skill in the art would have 
been motivated to combine the teachings in order to prevent the analysis and 
information copied, illegally, from a genuine product to be used in creating an illegal 
copy (see at least, Moribe, col. 2, lines 17-24). 

Claim 51 

Ansell discloses wherein the piece of key revocation data stored in the storing unit 
further includes a first data identifier that identifies the piece of key revocation data 
stored in the storing unit (see at least, col. 5, lines 46-col. 6, lines 65: the examiner 
notes a piece of the key revocation data (e.g. storage key identification field) is written 
to disc as found in the header)., wherein the writing unit (i) records the first data 
identifier and the encrypted content to the rewritable area of the recording medium such 
that the first data identifier and the encrypted content are in correspondence, and (ii) 
records the piece of key revocation data including the first data identifier to the 
rewritable area of the recording medium (see at least, col. 5, lines 46-col. 6, lines 65: 
the examiner notes the header file shows the correspondence of the data identifier and 
the encrypted content on the medium). 
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Claim 52 

Ansell discloses wherein the recording medium includes another piece of key revocation 
data including another set of encrypted media keys, each encrypted media key of the 
another set of encrypted media keys being generated (i) for a respective unrevoked 
reproduction apparatus of a plurality of unrevoked reproduction apparatuses and (ii) by 
encrypting a media key based on a device key assigned to the respective unrevoked 
reproduction apparatus, wherein the another piece of key revocation data includes a 
second data identifier that identifies the another piece of key revocation data recorded 
on the recording medium, and wherein the recording apparatus further includes an 
assigning unit operable to assign the first data identifier, which is different from the 
second data identifier, to the piece of key revocation data stored in the storing unit (see 
at least, FIG 4: the examiner notes multiple bindings can exist therefore be played on 
more than on player (e.g. portable player and an external player)). 
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Claim 46-50 and 53-54 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Ansell et al. (US 6,367,01 9 B1 ) in view of Moribe et al. (US 5,886,979) as applied to 
claim 44 and other claims as noted above, and further in view of Lotspiech (US 
6,609,116 B1). 

Claim 46 and 47 

The examiner notes that Ansell in view of Moribe disclose comparing unit confirms that 
either of (i) the piece of key revocation data having the generation that is the same as 
the generation of the piece of key revocation data stored in the storage unit and (ii) the 
piece of key revocation data having the generation that is different from the generation 
of the piece of key revocation data stored in the storage unit, exist on the recording 
medium (as noted in claim 44 above) however Ansell in view of Moribe fails to disclose 
a comparing unit operable to compare the piece of key revocation data recorded on the 
recording medium with the piece of key revocation data stored in the storage unit to 
judge which of the piece of the key revocation data stored in the recording medium and 
the piece of key revocation data stored in the storage unit is newer and an updating unit 
operable to update the piece of key revocation data stored in the storage unit and when 
the comparing unit judges that the piece of key revocation data recorded on the 
recording medium is newer, the updating unit reads the piece of key revocation data 
from the recording medium and updates the piece of media data stored in the storage 
unit with the piece of key revocation data read from the recording medium. 
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However Lotspiech discloses comparing unit operable to compare the piece of 
key revocation data recorded on the recording medium with the piece of key revocation 
data stored in the storage unit to judge which of the piece of the key revocation data 
stored in the recording medium and the piece of key revocation data stored in the 
storage unit is newer (see at least, col. 5, lines 26-34: the examiner notes the use of 
levels and age for seeing if a key is newer) and an updating unit operable to update the 
piece of key revocation data stored in the storage unit and when the comparing unit 
judges that the piece of key revocation data recorded on the recording medium is newer 
(see at least, col. 6, lines 35-55: the examiner notes the use of the "newer media" key to 
encrypt data when it is judged whose key level is higher which written to the media (e.g. 
player-recorder)), the updating unit reads the piece of key revocation data from the 
recording medium and updates the piece of media data stored in the storage unit with 
the piece of key revocation data read from the recording medium (see at least, col. 6, 
lines 35-55: the examiner notes the use of the "newer media" key to encrypt data when 
it is judged whose key level is higher which written to the media (e.g. player-recorder)). 
Further the examiner notes if it is judged older it has no effect on whether Ansell in view 
of Moribe would still perform encrypting the content key with the media key and write 
the encrypted content key onto the medium, therefore the examiner notes Lotspiech 
discloses a comparison and Ansell in view of Moribe discloses encrypting and writing 
(as found in claim 1). 

It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify the teachings of Ansell in view of Moribe to include a 
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comparing unit operable to compare the piece of key revocation data recorded on the 
recording medium with the piece of key revocation data stored in the storage unit to 
judge which of the piece of the key revocation data stored in the recording medium and 
the piece of key revocation data stored in the storage unit is newer and an updating unit 
operable to update the piece of key revocation data stored in the storage unit and when 
the comparing unit judges that the piece of key revocation data recorded on the 
recording medium is newer, the updating unit reads the piece of key revocation data 
from the recording medium and updates the piece of media data stored in the storage 
unit with the piece of key revocation data read from the recording medium as taught by 
Lotspiech. One of ordinary skill in the art would have been motivated to combine the 
teachings to account for the presence of compromised or pirate devices and protect the 
data on medium by utilizing new media keys (see at least, Lotspiech, col. 1, lines 53- 
58). 



Claim 48 

Ansell discloses further comprising: a reading unit operable to read the encrypted 
content key from the rewritable area of the recording medium see at least, col. 7, lines 
14-47); and a content key decrypting unit operable to decrypt the read encrypted 
content key based on the media key obtained from the piece of key revocation data 
recorded to the recording medium, to generate the content key, and wherein the key 
encrypting unit further encrypts the content key generated by the content key decrypting 
unit, based on the media key obtained from the piece of key revocation data stored in 
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the storage unit, to generate the encrypted content key, and wherein the writing unit 
further records the encrypted content key to the rewritable area of the recording medium 
(see at least, col. 7, lines 14-47: the examiner notes the transfer from an external player 
to a portable player would require encrypting decrypting and encrypting of the media 
key). 



Claim 49 and 53 

Ansell in view of Moribe fails to disclose wherein the piece of key revocation data stored 
in the storing unit includes a first piece of version information indicating the generation 
of the piece of key revocation data stored in the storing unit, wherein the piece of key 
revocation data recorded on the recording medium includes a second piece of version 
information indicating the generation of the piece of key revocation data recorded on the 
recording medium, and wherein the comparing unit judges which of, (i) the piece of key 
revocation data stored in the storing unit and (ii) the piece of key revocation data 
recorded on the recording medium, is newer by comparing the first piece of version 
information with the second piece of version information. 

However Lotspiech discloses wherein the piece of key revocation data stored in 
the storing unit includes a first piece of version information indicating the generation of 
the piece of key revocation data stored in the storing unit, wherein the piece of key 
revocation data recorded on the recording medium includes a second piece of version 
information indicating the generation of the piece of key revocation data recorded on the 
recording medium (see at least, col. 5, lines 26-34: the examiner notes the use of levels 
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to represent the version information of the media key), and wherein the comparing unit 
judges which of, (i) the piece of key revocation data stored in the storing unit and (ii) the 
piece of key revocation data recorded on the recording medium, is newer by comparing 
the first piece of version information with the second piece of version information (see at 
least, col. 6, lines 35-46: the examiner notes the use of levels (e.g. version information) 
to judge if the media key is newer).. 

It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify the teachings of Ansell in view of Moribe to include 
wherein the piece of key revocation data stored in the storing unit includes a first piece 
of version information indicating the generation of the piece of key revocation data 
stored in the storing unit, wherein the piece of key revocation data recorded on the 
recording medium includes a second piece of version information indicating the 
generation of the piece of key revocation data recorded on the recording medium, and 
wherein the comparing unit judges which of, (i) the piece of key revocation data stored 
in the storing unit and (ii) the piece of key revocation data recorded on the recording 
medium, is newer by comparing the first piece of version information with the second 
piece of version information as taught by Lotspiech. One of ordinary skill in the art would 
have been motivated to combine the teachings to account for the presence of 
compromised or pirate devices and protect the data on medium by utilizing new media 
keys (see at least, Lotspiech, col. 1, lines 53-58). 
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Claim 50 and 54 

Ansell in view of Moribe fails to disclose wherein the piece of key revocation data stored 
in the storing unit includes a first piece of time information indicating a time at which the 
piece of key revocation data stored in the storing unit was generated, wherein the piece 
of key revocation data recorded on the recording medium includes a second piece of 
time information indicating a time at which the piece of key revocation data recorded on 
the recording medium was generated, and the comparing unit judges which of, (i) the 
piece of key revocation data stored in the storing unit and (ii) the piece of key revocation 
data recorded on the recording medium, is newer by comparing the first piece of time 
information with the second piece of time information. 

However Lotspiech discloses wherein the piece of key revocation data stored in 
the storing unit includes a first piece of time information indicating a time at which the 
piece of key revocation data stored in the storing unit was generated, wherein the piece 
of key revocation data recorded on the recording medium includes a second piece of 
time information indicating a time at which the piece of key revocation data recorded on 
the recording medium was generated (see at least, col. 5, lines 26-34: the examiner 
notes a "32" bit unit that represents the age (date and time) of a media key), and the 
comparing unit judges which of, (i) the piece of key revocation data stored in the storing 
unit and (ii) the piece of key revocation data recorded on the recording medium, is 
newer by comparing the first piece of time information with the second piece of time 
information (see at least, col. 6, lines 35-46: the examiner notes the use of age judge if 
the key is newer). 
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It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify the teachings of Ansell in view of Moribe to include 
wherein the piece of key revocation data stored in the storing unit includes a first piece 
of time information indicating a time at which the piece of key revocation data stored in 
the storing unit was generated, wherein the piece of key revocation data recorded on 
the recording medium includes a second piece of time information indicating a time at 
which the piece of key revocation data recorded on the recording medium was 
generated, and the comparing unit judges which of, (i) the piece of key revocation data 
stored in the storing unit and (ii) the piece of key revocation data recorded on the 
recording medium, is newer by comparing the first piece of time information with the 
second piece of time information as taught by Lotspiech. One of ordinary skill in the art 
would have been motivated to combine the teachings to account for the presence of 
compromised or pirate devices and protect the data on medium by utilizing new media 
keys (see at least, Lotspiech, col. 1 , lines 53-58). 
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Claim 59 are rejected under 35 U.S.C. 103(a) as being unpatentable over Ansell et al. 
(US 6,367,01 9 B1 ) in view of Moribe et al. (US 5,886,979) as applied to claim 44 above, 
and further in view of Examiner's Official Notice. 

Claim 59 

Ansell in view Moribe disclose an comparing unit operable to confirm whether or not the 
piece of key revocation data exists on the recording medium (see claim 1). Further the 
examiner notes based on the 112, first and second rejections the examiner has 
interpreted it to be a unit that can judge if data exists. 

Ansell in view of Moribe fail to disclose a comparing unit judges that the piece of 
key revocation data recorded on the recording medium is not newer, the updating unit 
does not read the piece of key revocation data from the recording medium and does not 
update the piece of media data stored in the storage unit with the piece of key 
revocation data read from the recording medium. 

The examiner takes Official Notice that it is old and well known in the arts to have 
a comparing unit that can compare data to see if the data contains a given time stamp 
and bases a decision to update based on the given time stamp (e.g. the examiner notes 
during an update process if a configuration file is not the newest file (e.g. driver) the 
software may not be able to update until the file is replaced with a newer version). 

It would have been obvious to one of ordinary skill at the time the invention was 
made to modify the teachings of Ansell in view of Moribe to include the features as 
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taught by the Examiner's Official Notice for the purpose of making sure that a given 
piece of software will only be installed if a system and its files can support it. 



Conclusion 

THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1 .136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the mailing date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to KARI L. SCHMIDT whose telephone number is (571 ) 
270-1385. The examiner can normally be reached on Monday - Friday: 8:30am - 
5:00pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Edan Orgad can be reached on 571-272-7884. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/Kari L Schmidt/ 
Examiner, Art Unit 2439 



/Edan Orgad/ 
Supervisory Patent Examiner, Art Unit 2439 



